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Social Media Security & Privacy
Handbook

(Name of Organization)

(Date of Last Update)

A. Privacy Requirements:
B. Social Media Conduct:
o, Step-by-S 5uid
1. Meta Platforms
1.1 Meta Business
12F k

1.3 Instagram
1.4 Threads

1.5 WhatsApp
2. TikTok
3. LinkedIn
4. Bluesky
5. X formerly Twitter
For more information on securing your social media profiles check out these sources below:

Sections A-B: Organizational Policy
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A. Privacy Requirements:

Employees must review and adjust the privacy settings on their social media and public profiles
to limit the exposure of personal information. Professional profiles (e.g., LinkedIn) should be
kept up-to-date with a focus on career-related content, if employees consent to do so and it is
safe for them to disclose that information online. These requirements exist to protect both the
organization and working individuals, ensuring that certain privacy standards are in place to
reduce risk.

e [Insert organization-specific privacy policy here. Decide the degree of privacy required,
with consent from each employee.]

B. Social Media Conduct:

Employees are advised to exercise caution when sharing personal or professional information
on social media. Posts should not disclose confidential organizational information or personal
details that could be exploited by malicious actors.

e Consent Form: [Insert link to organizational social media consent form here.]
o Sample Template available on ODLAN's website.

e Avoid Linking Accounts: Employees should avoid linking personal accounts (e.g.,
personal email, personal social media) with work-related accounts to minimize the risk of
cross-platform breaches. Linking personal and organizational accounts creates a bridge
between private life and the workplace. When these accounts are linked, a compromise
on one side can impact the other. A breach on a personal account can expose
organizational systems, and a breach on an organizational account can expose personal
information. Keeping them separate protects both the organization and the individual.

C. Step-by-Step Guides

Platforms Covered:

Below are privacy setting recommendations for Meta Platforms (Meta Business, Facebook,
Instagram, Threads, and WhatsApp), TikTok, LinkedIn, Bluesky, and X (formerly Twitter).
Screenshots of instructions were taken as of May 2026 via mobile app.
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1. Meta Platforms

1.1 Meta Business

I\ Note: These settings apply only to Meta Business accounts on Facebook. They do not apply

to personal Facebook accounts. For personal Facebook account settings, see section 1.2.

Location Restriction:

1. From Your Business Account page, tap the Menu Icon (Z) in the top left.
. Select Settings and privacy (3t) then Settings
3. Scroll down to the Audience and visibility section and select Followers and public
content > Country Restrictions

4. Toggle ON and select countries to restrict or allow view access

8 Local service

D Professional dashboard 4 Advertise

@ Add to story

Al Photos Reels Events  Mentions

Word Filters:

N

Professional dashboard
o

5% Meta Al

[ saved

O Memories

Seemore
(@ Helpand support
3 Settings and privacy
@ settings

@ Privacy Center

{2) Device requests

(2 Linkhistory

[

Settings & privacy

@ Profile locking

® Page details

2 Verify your Page

o How people find and contact you
B Posts

P stories

B Page setup

B Reels

Followers and public content
D Page andtagging

&, Blocking

&, Active status

Payments

Manage you

B3 Ads payments

2. Select Settings and privacy (3t) then Settings
3. Scroll down to the Audience and visibility section and select Followers and public

content > Blocklist Filters

< <

Public post notirications
Country Restrictions

Hide posts and comments with
profanity
e o hide p

BlocKlist Filter

Country Restrictions

Age Restrictions

People 17 and over

From Your Business Account page, tap the Menu Icon (Z) in the top left.

4. Add specific words, phrases, or emojis you don’'t want to see
o /I Content Warning for the sample list below: The example list of “bad words”
contains profanity, slurs, and sexually explicit terms that may be offensive or
disturbing. Please review the list only if you're comfortable doing so.
o Check here for a sample list of bad words to filter out.
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m https://docs.google.com/document/d/10irgql6yCVPEqYHRgRe72SGMeBc
ENAH5CeebHylpL6A/edit?tab=t.0

< Settings & privacy <
Public post notirications
Audience and vis Public

Public Page Info
Public
@ Profile locking
how most relevant comments first

@ Page details

@ Verify your Page

Professional dashboard D

%
8 Local service % Meta Al @

Coﬂ How people find and contact you

Posts
@ Professional dashboard 4 Advertise m Saved ";' Stories posts and comments
profanity

® Add to story ® Memories Page setup

All Photos Reels Events Mentions Reels

See more

@ Help and support
Page and tagging

n]
G

@ Followers and public content
o

o

@ Settings and privacy —
Ce Blocking Blocklist Filter

@) settings On
2 go Active status

& Privacy Center Country Restrictions

Payments

@ Device requests Manage your payment info and activity.

B Ads payments

é) Link history

Turn off Al Summary on Posts:

Facebook's Meta Al automatically summarizes your posts/comments. Al is not always accurate
and you could be held accountable for the information it displays on your page. Opt out of Al so
your content is not being processed through an Al tool, being shared with unknown vendors, or
training Al to directly harm your community.

From Your Business Account page, tap the Menu Icon (Z) in the top left.
Select Settings and privacy (3*) then Settings

Scroll down to the Audience and visibility section and select Posts
Toggle OFF Allow comment summaries on your posts

o
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8 Local service
@ Professional dashboard

& Add to story

All Photos Reels Events Mentions

4 Advertise

Professional dashboard
& MetaAl

D Saved

@ Memories
See more

@ Help and support
@ Settings and privacy
@ Settings
\5 Privacy Center
‘@ Device requests

é) Link history

< Settings & privacy

Audience and visibility

@ Profile locking
® Page details
@ Verify your Page
gq How people find and contact you
@ Posts
{$) Stories
Page setup
Reels
Followers and public content
Page and tagging
Blocking

o Active status

Payments

Manage your payment info and activity.

B3 Ads payments

Review Login Activity & Sign Out of Unrecognized Devices:

QO ¢

Posts

Who can see your future posts?
Public

Allow comment summaries on your

posts
Comment summari

Al-generated summaries

Always share posts to story

isual search

Regularly check where your account is logged in to ensure no unauthorized access.

1. From Your Business Account page, tap the Menu Icon (Z) in the top left.
2. Select Settings and privacy (3t) then Settings
3. Scroll down under Your Information and select Activity Log > Security and login

information
4. Review Logins and logouts, Where you're logged in & Recognized devices
5. Remove access from any devices or accounts that are unfamiliar

8 Local service
@ Professional dashboard

@ Add to story

All Photos Reels Events

This document is published by the Open Digital Literacy and Access Network as an open source resource as of September 2026.
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Mentions

Professional dashboard

3% Meta Al

m Saved

@ Memories
See more

@ Help and support

@ Settings and privacy

@ settings

@ Privacy Center
@ Device requests

¢? Link history

Settings & privacy

B3 Ads payments

Permissions
M

(D Device permissions
(7 Linked accounts

5 srowser

[ oft-Facebook activity

‘our inform

Activity log

Community Standards and legal policies
[0 Terms of service

@ Privacy Policy

@ Cookies policy

@ Community Standards

[ £

Q O < Activity log

Your Facebook activity

Personal information
Information ¢ your profile

Connections

Who al d with‘people

Security and login informal
Tecl

& Logins and logouts
(j' Where you're logged in
&) Recognized devices

ff of F:

Preferences

e taken to custom

For questions or modifications, please contact info@aodlan.ca. This work is licensed under CC BY-NC 4.0.
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1.2 Facebook

Updating Your Password to a Strong and Unique One:

From Your Profile page, tap the Menu Icon (=) in the top left.

Select Settings and privacy (3*) then Settings

Tap See more in Account Center > Password and security > Change password
Then Select the account you want to update and Enter a new, strong password

OOnN =

Settings & privacy Q)

G0 Meto
-
settiny

— Accounts Center Password and security
Your shortcuts

1 0OMeta ¥ Login & recovery
Accounts Center
" L details Change password

$: Metzal

Friends

Al posts &

Subscriptions

Security checks
Tools and resources

(2) Help and support

3 Senings and privacy

Priva . Preferences
@ Privacy Center Mare from Meta

(© Time management = -

Setting Up Two-Factor Authentication (2FA):

-_—

From Your Profile page, tap the Menu Icon (=) in the top left.

2. Select Settings and privacy (3*) then Settings

3. Tap See more in Account Center > Password & Security > Two-factor
authentication.

Choose the account you want to secure.

5. Select Authentication App as the security method and follow the on-screen
instructions.

s
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Settings & privacy Q 00 Meta

Accounts Center

00 Meta
Accounts Center

# Edit profile 23 Metanl

s

[ saved . O Passwor
—n 5 Memorles
Friends & ¢

& Marketplace

@ Groups

All posts & subscriptions B} vourinformation and permissions

Tools and resources F Ad preferences
See mare : . =
L =
Privacy Checkup
@_] Help and support &

(%) Subscriptions

(R Family Center
@ Settings and privacy
{81 Default audience s s = __
(@ settings - ® Manage accounts

iy . Preferences .
Q) Pl ) More from Meta

@ Time management 2% Content preferences S

«

Password and security Two-factor authentication ————
o o Help protect your account

Login & recovery
Mana 2 T

Change password
Choose how to confirm it's you

Two-factor authentication
22 Authentication app

Verification selfie
Recommendea

Saved login

. SMS or WhatsApp
Security checks © e'll ser
Where you're logged in
Recent emails

Security Checkup

Review Login Activity & Sign Out of Unrecognized Devices:
Regularly check where your account is logged in to ensure no unauthorized access.

6. From Your Profile page, tap the Menu Icon (=) in the top left.

7. Select Settings and privacy (3*) then Settings

8. Tap See more in Account Center > Password & Security > Where You’re Logged In.
9. Select the account to check and review the list of active sessions.

10. If you see any unfamiliar locations or devices, remove its access immediately
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# Edit profile

Friends

All posts

SE Metanl

[J saved
(D Memories
& Marketplace
@ Groups

See more
@_] Help and support
@ Settings and privacy

@ Settings

& Priv

@ Time management

«
Password and security

Login & recovery

Change password
Two-factor authentication
Verification selfie

Saved login

Security checks

Where you're logged in
Recent emails

Security Checkup

Manage Activity Outside of Meta:

-_—

Settings & privacy Q

00 Meta
Accounts Center

@} Subscriptions

Tools and resources

& Privacy Checkup

(R Family Center

83 Default audience s
Preferences

25 Content preferences

€

Where you're logged in

at devices are used to log in to your

Accounts

From Your Profile page, tap the Menu Icon (=) in the top left.

2. Select Settings and privacy (3t) then Settings

3. Tap See more in Account Center > Your Information & Permissions > Your Activity

Off Meta Technologies.

B

O Meta

Accounts Center

& c
Fg Yourinformation and permissions
) Ad preferences
Mata Pay

(%) Subscriptions

@ Manage accounts

More from Meta

s

Clear Previous Activity: Remove data linked to external sites and apps.
5. Manage Future Activity: Select Disconnect Future Activity to prevent tracking from
external sources.
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Your shortcuts
# Editprofile N Metaal

[ saved
O Memories
&3 Marketplace

Groups

@ Add to story
Al Photos  Reels

Friends

All posts

See more

(2 Help and support
83 Settings and privacy
@ settings

@ Privacy Center

(© Time management

« «

Your activity off Meta

technologies

your account.
Your activity off Meta technologies includes
information that businesses and organizations
share with us about your interactions with them
such as visiting their apps or websites.

(@)

What you can do

Clear previous activity

Learn more about activity off Meta
technologies

YYou can control or disconnect the information
businesses send to Meta,

(D Recentactivity

Your off-Meta activity is currently turned off.
@ Disconnect specific activity
1 Clear previous activity

(© Manage future activity

Turn off Al Summary on Posts:

Clear previous activity

Your activity history will be disconnected from

]

Settings & privacy O Meta

Search settings

Accounts Center

Manage your connected experiences and account

settings across Meta technologies like Fa
m and Meta Horizon. Le

O Profiles and personal details
1

O Password and security

Sec more in Accounts ¢
e more in Accou & Connected experiences

& subscriptions

Ea Yourinformation and permissions

Tools and resources & Ad preferences

(% B MetaPay
@ Privacy Checkup

(3) subscripti
ptions
(2 Family Center 12

3 Default audience settings ® Manage accounts

Preferences

More from Meta
Cust

25 Content preferences oz

«
Your activity off Meta
technologies

Your activity off Meta technolegies includes
information that businesses and organizations

share with us about your interactions with them
such as visiting their apps or websites.

(0]

What you can do

Learn more about activity off Meta
technologies

You can control or disconnect the information
businesses send to Meta.

(1) Recentactivity

Your off-Meta activity is currently turned off.
@ Disconnect specific activity
T Clear previous activity

(© Manage future activity

<

Your information and
permissions

To download or transfer a copy of your
information, go to Export your Information.

Export your information

Search history

Your activity off Meta technologies
App connections
Specific ad partners

Upload contacts

Control what information Meta t
fluence your exper

e

Manage future activity

Used for 1account v

Facebook's Meta Al automatically summarizes your posts/comments. Al is not always accurate
and you could be held accountable for the information it displays on your page. Opt out of Al so
your content is not being processed through an Al tool, being shared with unknown vendors, or
training Al to directly harm your community.

hoonh =

From Your Account page, tap the Menu Icon () in the top left.
Select Settings and privacy (%) then Settings

Scroll down to the Audience and visibility section and select Posts
Toggle OFF Allow comment summaries on your posts
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Settings & privacy Q O ¢
® - -
QIO Uy d Posts

Your shortcuts
7
@ Profilelocking Who can see your future posts’

|:| @ Profile details Limit who can see past posts
/& Turn on pro mode

Allow comment summaries on your

@ Add to story # Edit profile % MetaAl S How people find and contact you

Al Photos  Reels [] saved B Posts

Friends ® Memories \9 Stories

E Marketplace @ Reels

All posts Filte —
B Followers and public content
Groups

O Profile and tagging
See more o
Ca Blocking
@ Help and support v go Active status
@ Settings and privacy

Payments
@) settings Mar ayment info and activity
E Ads payments

5 Privacy Center

lez ) Your activi
® Time management

Managing How People Find and Contact You:

1. From Your Profile page, tap the Menu Icon (=) in the top left.

2. Select Settings and privacy (3t) then Settings

3. Scroll down under Audience and Visibility and choose How People Find and Contact
You

4. Adjust settings for Who can find you using your phone number or email, Whether
search engines outside Facebook can link to your profile, & Who can see your
friends list or send friend requests

o Customize these options based on your privacy preferences.
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Your shortcuts

|

4% Metadl

EI Saved
® Memories

E Marketplace

Groups

D Add to story # Edit profile
All Photos

Friends

All posts

See more

@ Help and support
@ Settings and privacy
@) settings

& Privacy Center

Manage Profile Visibility and Tags:

hoonh =

@ Prefile locking

@ Profile details

/@ Turn on pro mode

&
o
@

B

&

o
Co

Settings & privacy

Q)] «
How people find and contact you

Your friends

Who can send you friend requests?
5 e

Who can see your friends list?

Only me

How people find and contact you

Posts

Stories

Reels

Who can Facebook suggest your profile to
based on your phone number or email address?

Followers and public content

People with your phone number

Profile and tagging No one

Blocking

Active status

Payments

E Ads payments

Your activi

Do you want search engines outside of
Facebook to link to your profile?

From Your Profile page, tap the Menu Icon (=) in the top left.
Select Settings and privacy (3¢) then Settings
Scroll down under Audience and Visibility and choose Profile and tagging

Adjust settings for Who can post on your profile, Who can see what others post on

your profile & Who can see posts you’re tagged in
o Customize these options based on your privacy preferences.

@ Add to story # Edit profile ,-":, Meta Al

[J saved

O Memories

All Photos Reels
Friends
& Marketplace

Groups

All posts

See more
@ Help and support
£33 Settings and privacy
@ settings
@ Privacy Center

(ORI

< Settings & privacy

Audience and visibility

@ Profile locking
@ Profile details
/@ Turn on pro mode
S, How people find and contact you
B Posts
D) Stories
) Reels
Followers and public content
) Profile and tagging
&, Blocking

o

So Active status

Payments
M:

B3 Ads payments

Your activity

Manage Public Content Your Followers See:

S10)

<

Profile and tagging

Viewing and sharing

Who can post on your profile?
Only me
Who can see what others post on your

profile?
Only me

Allow others to share your posts to their
stories?

Tagging and implied mentions

Who can see posts you're tagged in on your
profile?

Only me

When you're tagged in a post, who do you

want to add to the audience of the post if >
they can't already see it?

Only me

Reviewing

Review tags people add to your posts @
before the tags appear on Facebook?

1. From Your Profile page, tap the Menu Icon (=) in the top left.
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O [lgl?:_',f‘ N
Select Settings and privacy (3¢) then Settings
Scroll down under Audience and Visibility and choose Followers and public content
Adjust settings for Who can see your followers on your profile, Who can see people,
Pages and lists you follow, & Who can comment on your public posts

o Customize these options based on your privacy preferences.

< Settings & privacy (@} O <
~ Audience and visibility
s8a What yol share o Followers and public content

Your shortcuts Who can follow me

| @) Profile locking Friends
@ Profile details @ Turn viewers into followers
“ Adding pro mode to your profile lets other

/& Turn on pro mode people follow you, helping them see your
content more often.

o

@ Add to story # Edit profile ,-“:. Meta Al gn How people find and contact you

All  Photos  Reels [] saved B rosts

Who can see your followers on your profile

{F) Stories Ak ma
'~ Only me

Friends ® Memories

Q Marketpl @ Reels Who can see the people and Pages you
larketplace

follow?
All posts

Followers and public content Only me
Groups

Who can comment on your public posts?
0 Profile and tagging Friends
See more
ge Blocking lic post notifications
Only me
(@) Help and support v &, Active status Public profile info
o o Friends
{83 Settings and privacy b
Payments

@ Settings Mar ayment info and activity,
E Ads payments

Show most relevant comments first
v mm: see

£
& Privacy Center

Off-Facebook previews
o2 & Your activi
o = & (© Time management Y E

Manage Tags in Posts:

From Your Profile page, tap the Menu Icon (=) in the top left.
Select Settings and privacy (3¢) then Settings
Scroll down under Your Activity and choose Activity Log > Your Facebook Activity
Adjust settings in Manage Posts & Manage Tags
o Customize these options based on your privacy preferences.

honh =
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< Activity log

< Settings & privacy Q O < Activity log
< -
&, Active status

Your shortcuts Welcome to activity log

Payments . . e v
Y ur paymentinfo and activity = . v and m
Ads payments ’
=) . 5 Comments and reactions

an
@ Addto story # Editprofile Meta Al Your activity
Revies ur a e n. S Arch W Trash
& Archive as

Activity log

[ evice permissions

Al Photos  Reels [ saved

Friends ! O Memories ract

d, likes and

@ Apps and websites di

& Marketplace
All posts
Groups ) Business integrations
Personal information

D) Learn how to manage your information
Information about your profile

See more
Community Standards and legal policies

Connections

@ Help and support O Terms of senvice Who and

3 Settings and privacy & Privacy Policy

Manage tags
@ settings @) Cookies policy

& Privacy Center

@ community Standards [ Saved items and collections

Apps and websites off of Facebook

eive from

(@ Time management 6O Avout

Manage Apps and Websites Access to Your Facebook Account:

From Your Profile page, tap the Menu Icon () in the top left.

. Select Settings and privacy (3t) then Settings

Scroll down under Your Activity and choose Apps and websites

Review apps or websites with access and change or remove access based on
preferences

hoonh =

Settings & privacy Q O < Apps and websites

These are apps and websites you've connected to
your Facebook profile by either logging into them
with Facebook or by connecting an account you
have with them to your Facebook. You can review
Payments and manage the non-public information each app
has permission to access, or remove their access.

&, Active status

Your shortcuts

Manage your payment info and activity.

B3 Adspayments An app may have ongoing access to non-public

information you shared from Facebook. You can
change or remove access by turning off permission

T — Your activi to certain information or removing the app.
it profile

your activity and content you're tagged in

@ Add to story

To manage business integrations you've connected
to your Facebook profile, go to Business integrations
All Photos Reels |:| Saved Activity log

View more about information apps can a:cess/

Friends O Memories [ Device permissions /

& Marketplace Q) Apps and websites

All posts S You don't have any apps or websites to review.
Business integrations
Groups o

View Removed Apps and Websites
D) Leamn how to manage your information

See more

Community Standards and legal policies

@ Help and support

Q Terms of Service Preferences

@ Settings and privacy

@ settings

@ Privacy Center

(© Time management

@& Privacy Policy
@ Cookies policy

@ Community Standards

@ Abou

websites and game

Turnon
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1.3 Instagram

Updating Your Password to a Strong and Unique One:

1. From your Profile Page, tap the Menu Icon (=) in the top right
2. Select Account Center > Password & Security > Change Password
3. Select the account you want to update and Enter a new, strong password

Settings and activity 00 Met
OMeta

~

Accounts Center Password and security

Login & recovery

Edit profile Share profile

[CRp1]

Security checks

B
0 wo
0)

a

Setting Up Two-Factor Authentication (2FA):

From your Profile Page and tap the Menu Icon (=) in the top right

Select Account Center > Password & Security > Two-Factor Authentication.
Choose the account you want to secure.

Select Authentication App as the security method and follow the on-screen
instructions.

PN~
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Edit profile Share profile

€ Settings and activity

9 Archive

@

L) Notifications

(@ Time management

QO Meta

0 Meta

Accounts Center

O Profiles and personal details

O Password and security

& Connected experiences
Your information and permi
Ad preferences

Meta Pay

[ instagram for tablets
) Subscriptions

A ; @ Manage accounts
B Account privacy

(®) Close Friends

gs Crossposting fa

More from Meta

«

| —
Help protect your account

Password and security Two-factor authentication

Login & recovery ount to set up two-factor

Change password
Choose how to confirm it's you

Two-factor authentication
22 Authentication app

Verification selfie

Saved login G Fecommenses

© SMSorWhatsApp

Security checks

Where you're logged in
Recent emails

Security Checkup

Managing Your Data & Activity Outside Meta:

1. From your Profile Page and tap the Menu Icon (Z) in the top right

2. Select Account Center > Your Information and Permissions > Your Activity Off

Meta Technologies.

Clear Previous Activity: Remove data linked to external sites and apps.

4. Manage Future Activity: Select Disconnect Future Activity to prevent tracking from
external sources.

w
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Removing Uploaded Contacts:
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From your Profile Page and tap the Menu Icon (=) in the top right
Select Account Center > Your Information and Permissions > Upload Contacts.
Toggle Connect Contacts OFF to stop Instagram from accessing and storing your
contacts.

wnN =

Settings and activity e
Meta

counts Center

Acce r : ¢
Profiles and personal details
Edit profile Share profile -] profile
How you use Instagram

—_— . O Password and security
& Connected experiences
[ER Yourinformation and permissians
& Ad preferences

(=R

(5} subscriptions

@ Manage accounts

More from Meta

s

¢ Contacts syncing

Your information and Connect contacts
permissions

Search history

Your activity off Meta technologies
App connections
Specific ad partners

Upload contacts

Temporarily Limiting Interactions to Avoid Harassment:

If you're experiencing unwanted interactions, you can temporarily limit engagement from
certain users.

1. From your Profile Page and tap the Menu Icon (Z) in the top right
2. Scroll down under How others can interact with you and Select Limit Interactions.
3. Adjust settings for What will be limited (e.g., comments, messages) & Who will be

limited (e.g., accounts that don’t follow you or recent followers).
4. Set the duration of your choosing (maximum of 4 weeks) and then turn ON
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Settings and activity < Limitinteractions
Account privacy

Close Friends

Limit interactions from people

Edit profile Share profile who are bothering you

What will be limited

o Who ':'.‘.i\I be limited
=3

o0 ® O

@ When we'll remind you to turn this off

O~

Limit interactions

Hidden Words

2, Follow and invite friends

Filtering Out Offensive Words & Phrases:

1. From your Profile Page and tap the Menu Icon (=) in the top right
2. Scroll down under How others can interact with you and Select Hidden Words.
3. Create Your Hidden Words List by adding specific words, phrases, or emojis you don’t
want to see
o 1 Content Warning for the sample list below: The example list of “bad words”
contains profanity, slurs, and sexually explicit terms that may be offensive or
disturbing. Please review the list only if you’re comfortable doing so.
o Check here for a sample list of bad words to filter out.

i. https://docs.google.com/document/d/10irggl6yCVPEqQYHRgRe72SGMeBc
ENAH5CeebHyIpL6A/edit?tab=t.0
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Settings and activity «— Hidden words

Account privacy

Close Friends

Your hidden words

Edit profile Share profile

Comments

Limit interactions

Hidden Words

d invite friends

Disable Location Sharing:

From your Profile Page and tap the Menu Icon (=) in the top right

Scroll down under Who can see your content and Select Story, live and location
Select Location Sharing

Toggle No One to stop sharing your location with others

e

Settings and activity & Story, live and location

Account privac!
P Y Hide story and live from
F ur story and live videos from specific
Close Friends 0> F

Location sharing

GRES I, Instagram map

Blocked

Edit profile Share profile

s @

N\ Story, live and location

22 Activity in Friends feed

Messages and story replies
Tags and mentions
Comments

Sharing and reuse

Only these friends
Choose people

Restricted
Limit interactions off > No one
Don't share locatio

Hidden Words

Follow and invite friends
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1.4 Threads

Updating Your Password to a Strong and Unique One:

From your Profile Page, tap the Menu Icon (5) in the top right
Select Account > Other Account settings
You will be redirected to Instagram settings
Follow steps on Instagram from section 1.3

N

Note: Threads is linked to your Instagram account so any changes made via Threads applies to
your Instagram account

~

Settings & Account

Follow and invite friends Time management
Notifications Media quality

Saved Deactivate or delete profile

Liked
Edit profile Share profile

Q@ 3 9 0O »

Archive Website permissions
Threads

Privacy Other account settings

Content preferences

@ 2¢*

[a)
®

Accessibilit
Y Personal information

Create thread Follow 10 profiles Account status

Ad preferences

across files
Sharing across profile —

Account

' ©® 9 X

Export your information

Language

Help

About

Setting Up Two-Factor Authentication (2FA):

From your Profile Page, tap the Menu Icon (Z) in the top right
Select Account > Security

You will be redirected to Instagram settings

Follow steps on Instagram from section 1.3

wnh =

Note: Threads is linked to your Instagram account so any changes made via Threads applies to
your Instagram account
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Settings & Account

bt

Follow and invite friends Time management
Notifications Media quality

Saved Deactivate or delete profile
Liked

Edit profile Share profile

Archive Website permissions

@ 3 90

Threads

Privacy Other account settings

Content preferences

G
Accessibilit
Y Personal information

Create thread Follow 10 profiles Account status

Ad preferences

Sharing across profiles
Y H Security

© 9 P @ ¢ >

Account
Export your information

®

Language

@

Help

©

About

Filtering Out Offensive Words & Phrases:

1. From your Profile Page, tap the Menu Icon (=) in the top right
2. Select Content Preferences > Hidden Words
3. Create Your Hidden Words List by adding specific words, phrases, or emoijis you don’t
want to see
o 1 Content Warning for the sample list below: The example list of “bad words”
contains profanity, slurs, and sexually explicit terms that may be offensive or
disturbing. Please review the list only if you're comfortable doing so.
o Check here for a sample list of bad words to filter out.
i. https://docs.google.com/document/d/10irgal6yCVPEqYHRqRe72SGMeBc
ENAH5CeebHylpL 6A/edit?tab=t.0

Settings < Content preferences < Hidden Words

o

Follow and invite friends N Muted > Hide common offensive words in replies
Notifications = Hidden Words
Saved BN Ssensitive content

Liked £t Political content

Edit profile Share profile +  Newfilter

® G 90O

Archive () Dpearalgo requests
Threads

Privacy R Hide like and share counts

Content preferences

G Ery

Accessibility

Create thread Follow 10 profiles

Account status
Sharing across profiles
Account

Language

Help

®© 0 & ® < o @ & 0O

About
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1.5 WhatsApp

Set Up Two-Factor Authentication (2FA):

hoonh =

WhatsApp 1| € Settings

. |:|gq
New community

Broadcast lists . Invite a friend

Linked devices

Account
Starred
Read all

Settings Privaoy

Chats

Broadcasts
1=} 8" = L

Chats: Updates  Communities Calls

Enable a Passkey for Added Security:

Tap the Menu Icon (:) in the top right.
Go to Settings > Account > Two-Step Verification.
Tap Turn On and create a 6-digit PIN.
This PIN will be required the next time you log in with your phone number.

Q| € Account

Security notifications

¢ Passkeys

1 Email address

*  Two-step verification

2 Change phone number

Request account info

Ad preferences for Status &
Channels

¢ Add account

Delete account

€« Two-step verification

Learn more

Passkeys allow you to log in securely using Screen Lock instead of a PIN.

A

Tap the Menu Icon () in the top right.

Go to Settings > Account > Passkeys.

Tap Create Passkey and follow the instructions.
It is recommended to use Screen Lock not Face ID or Fingerprint

It is not recommended that you use any biological identification (e.g., Face ID, Fingerprints), for
your digital devices, or for personal or workplace identification, as it poses a safety risk for
yourself and those around you. Face ID is also sensitive to size and shape, and is especially not
recommended for those considering undergoing future physical changes or gender affirming
care. Screen locks and numerical pins are always the strongest and safest option, and cannot
be unlocked without legal permission by a member of law enforcement.

For individuals with precarious immigration status, this is especially important. Border agents
can compel biometrics without a warrant, but they cannot legally force you to disclose a
numerical pin or password. Please note that border patrol can reject your entry to a country if
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you do not provide access to a device when requested. If you are concerned, please use an
alternative device for travel if needed.

WhatsApp @/ : | € Settings Q| ¢ Account ¢ Passkeys

New group . Security notifications
New community % Passkeys

Broadcast lists Invite a friend
Email address

Linked devices ‘.?

Account ©* Two-step verification
Starred

5 Change phone number LOg in securely and
protect your account

Read all

Privac \
Settings Tivacy Request account info

Create a passkey for a secure,
Ad preferences for Status &

easy way to log into your
Channels

account,
*  Add account Log into WhatsApp with your
face, fingerprint or screen lock.

Delete account

Chats stored safely in

Broadcasts
= [ F1Y .

Chats Updates  Communities Calls

Protect Your IP Address & Block Unknown Accounts:

1. Tap the Menu Icon (:) in the top right.
2. Go to Settings > Privacy > Advanced.
3. Enable the following options:
o Block Unknown Account Messages — Prevents messages from unverified
contacts.

o Protect IP Address in Calls — Hides your IP address during calls for better
security.

o Disable Link Previews — Prevents link previews from revealing your data.

WhatsApp 1| € Settings Q¢ Privacy & Advanced

New group oo Live location Block unknown account
[ messages
New community (o113

Broadcast lists Invite a friend

Contacts
Linked devices E L
Account
Starred App lock Protect IP address in calls
C

Read all

Settings Privacy Chat lock

Allow ¢z ects Learn more

Disable link previews
Advanced
Pr
Learn more

Broadcasts Privacy checkup
1= o 2 G

Chats Updates  Communities  Calls

Strict account settings

Perform a Privacy Checkup:
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1. Tap the Menu Icon (:) in the top right.
2. Go to Settings > Privacy > Privacy Checkup.
3. Adjust settings to:
Choose who can contact you.
Control your personal information visibility.
Add extra privacy to chats.
Strengthen account security and protection.

O O O O

WhatsApp i € Settings Q¢ Privacy < Privacy checkup

New group Live location

New community Calls Gﬂ@
i C U1 ]

Broadcast lists ., Invite a friend

f Contacts X
Linked devices E Your privacy matters

Account
Starred App lock
Read all :
— Chat lock on Choose who can contact
Settings = you
fecamemleiects Control your personal info
Leam more
Add more privacy to your
Advanced chats
Chats ;
Add more protection to
© your account
= ilibeii Privacy checkup
=] © &

Chats Updates  Communities
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2. TikTok

Updating Your Password to a Strong and Unique One:

1. From your Profile page, tap the Menu Icon (=) in the top right.
2. Select Settings and Privacy > Account > Password
3. Verify your email and follow on-screen instructions to enter a new, strong password

« « Account

Settings and privacy Account information

Change password

© Activity center Password
=/ Content preferences
Passkey

82 Your QR code

P« TikTok Studio

{3 settings and privacy

Privacy
Security & permissions Download your data
Analytics

Share profile Deactivate or delete account

Notifications

LIVE

Setting Up Two-Factor Authentication (2FA):

1. From your Profile page, tap the Menu Icon () in the top right.
2. Select Settings and Privacy > Security & Permissions > 2-Step Verification
3. Turn ON at least 2 verification methods including Authenticator

€ Security & permissions
« 3 ¥ & p

. R 2-step verification is on
Settings and privacy

ivity center
w Content preferences
& Offline videos
Time and well-being
82 Your QR code
Family Pairing
2-step verification
Email
Pu TikTok Studio > Save login info
—

{3 Settings and privacy

Authenticator

Security & permissions

Password
Analytics

Apps and services permissions
Share profile ,
rusted devi
Browser settings

Manage trusted devices

Notifications

LIVE
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Review Security Alerts Detected:

o=

not recognize

r=

Settings and privacy

ctivity center
ity Content preferences

fiine videos
Time and well-being

8% Your QR code
Family Pairing

P TikTok Studio

{3 Settings and privacy

ecurity & permis
Analytics

Share profile

Notifications

LIVE

Review Devices Logged into your Account:

From your Profile page, tap the Menu Icon (=) in the top right.

Select Settings and Privacy > Security & Permissions > Security Alerts

Review any security alerts of unusual activity in the last 7 days

Manage devices logged into your account and remove access for any devices you do

Security & permissions

5

Security

Security alerts

Security checkup

Mana

2-step verification

Save login info

Help friends recover accounts

Apps and services permissions

Browser settings

1. From your Profile page, tap the Menu Icon (=) in the top right.
2. Select Settings and Privacy > Security & Permissions > Manage Devices
3. View list of devices logged into your account and delete any unfamiliar devices

«

Settings and privacy

Content preferences
Time and well-

Family Pairing

Fu TikTok Studic

O Settings and privacy

Security & perm

Analytics

Share profile

Notifications

LIVE

Security & permissions
<«
Security alerts Manage devices
Security checkup
Manage devices
2-step verification

Save login info

Help friends recover accounts

Apps and service:

Browser settings

Disconnect Third Party Apps from Connecting to your Account:
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1. From Profile, tap the Menu Icon (=) in the top right.

2. Select Settings and Privacy > Security & Permissions > Apps and Services
Permissions

3. Disconnect any authorized apps from connecting to your TikTok account

“— Security & permissions

Settings and privacy

Security alerts
Y) Activity center -
- Y Content preferences
Security checkup
T Offline videos
Time and well-being
Manage devices
8% Your QR code
Family Pairing
TikTok Studic 2-step verification

~ nceount
“« TikTok Studio Save login info

Account
Settings and privacy

Privacy

Help friends recover accouns
Security & parmissions

Analytics
Apps and services permissions
Share profile

Browser settings

Notifications

LIVE

Disconnect Contacts and Facebook Friends:

From Profile, tap the Menu Icon (=) in the top right.

Select Settings and Privacy > Privacy > Sync contacts and Facebook Friends
Toggle OFF Sync Contacts & Sync Facebook Friends

Make sure to remove previously synced contacts and Facebook friends

e

Privacy &  Sync contacts and Facebook friends

«

Settings and privacy
L]

ctivity center
< Content preferences
) Offiine videos
Time and well-being
Suggest your account to others
82 Your OR code iggest your ai 0
Family Pairing
Sync con d Facebook friends

S TikTok Studio Location

{3 Settings and privacy

Sync Facebook friends

Comments
Analytics

Mentions
Share profile

Direct messages

Reuse of content
Notifications

Downloads
LIVE

il
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Disable Downloads from Others:

From your Profile page, tap the Menu Icon (=) in the top right.

Select Settings and Privacy > Privacy

Scroll down under Interactions and select to Downloads

Toggle Video Downloads OFF so other people can’t download your videos

o=

Privacy 3 Downloads

&«

Settings and privacy

Private account

ctivity center
) Content preferences
Hiine videos
Time and well-being
Suggest your account to others
8% Your QR code ggest your a 0
Family Pairing
Sync contacts and Facebook friends

Fu TikTok Studio

{3 Settings and privacy

Col
Get into the foatball spirit with effects Comments
Analytics
Mentions
Share profile

Direct messages

Reuse of content
Notifications

Downloads
LIVE

Enilo

Adjust Additional Privacy Settings for Account Interactions:

N

From Profile, tap the Menu Icon () in the top right.

2. Select Settings and Privacy > Privacy > Scroll down to the Interactions section
3. Adjust settings based on preferences for Comments, Mentions, Direct Messages,
Following List, Views etc.

. = Privacy

Seﬂings and PFiVaCV Location Services

@ Activity center B
“ontent pre

@ Offline videos
Time and well-being

28 —-
8% Your QR code X » Comments
Family Pairing
TikTok Studio
Mentions
Fu TikTok Studio

Account Direct messages

O Settings and privacy

Privacy Reuse of content

Security & permissions Downloads

Analytics Following list

Share profile Liked videos
Favorite sounds

Notifications Viewers

LIVE Blocked accounts
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3. LinkedIn

Update Your Password to a Strong and Unique One:

1. Tap your Profile Picture.

2. Go to Settings > Sign In & Security > Change Password.

3. Enter your current password, then create a strong, unique password that follows best
security practices.

« @ | & Signin & security i ch d

O Settings Account access Crea new password that is at least 8 charac

2 Account preferences Phone numbers

Change
Sign in & security

Visibility

Where you're signed In

Jevices that remember your passware

Puzzle Games () Data privacy

Two-factor authentication
Saved posts
P Advertising data

App lock

Groups Forgot password

Motifications

B Premium features

'u' Settings

Set Up Two-Factor Authentication (2FA):

1. From your Activity Feed, Tap your Profile Picture in the top left
2. Select Settings > Sign In & Security > Two-Step Authentication.
3. Follow the on-screen instructions to enable 2FA using an authentication app.
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@] « Sign

{_
3 Account access
O Settings

Email &

& Account preferences Phone numbers

Change password
Sign in & security

Passkeys
Visibility

Where you're signed in

Devices that remembser your rassword

Puzzle Games (0 Data privacy

Two-factor authentication
Saved posts
P Advertising data

App lock
Groups

Notifications

B Premium features

'u' Settings

Review Active Sessions & Sign Out of Unrecognized Devices:
Regularly check where your account is logged in to ensure no unauthorized access.

From your Activity Feed, Tap your Profile Picture in the top left

Navigate to Settings > Sign In & Security > Where You’re Signed In.
Review the list of active sessions.

If you see any unfamiliar locations or devices, select End Session to log out
immediately

e
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O Settings

& Account preferences Phone numbers

Email &

Change
Sign in & security

Passkeys

Visibility

Where you're signed in

Devices that remember your password

Puzzle Games (0 Data privacy

Two-factor authentication
Saved posts
P Advertising data

App lock

Groups

Notifications

B Premium features
Other active sessions

£ Settings

Turn off Generative Al from using your Personal Data:

LinkedIn automatically uses your content to train its Al. LinkedIn holds a lot of personal
information such as full names and work/education history that should not be processed through
an Al tool. Opt out of Al so your content is not being processed through an Al tool, being shared
with unknown vendors, or training Al to directly harm your community.

1. From your Activity Feed, Tap your Profile Picture in the top left
2. Navigate to Settings > Data privacy > Data for Generative Al Improvement
3. Toggle Use my data for training content creation OFF
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50 profile vie

6 post impression
Puzzle Games
Saved posts

Groups

B Premium features

£F Settings

(_

O Settings
2 Account preferences
© Sign in & security
® Visi

@ Data privacy

[E Advertising data

& Notifications

Help Center

al Community Policies

@ | « Dpata privacy

Data for Generative Al Impr..

How LinkedIn uses your data

Manage data permissi

Download your data

Manage cookie preferences

Clear search history ot include y ate messages. Learn mora
Personal demographic info

Policy and academic research

Data for Generative Al Improvement

Who can reach you

Invitations to connect
Invitations from your network
Messages you receive

Research invitations
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4. Bluesky

Update Your Password to a Strong and Unique One:

1. From your activity feed, Tap the Menu Icon (=) in the top left.
2. Select Settings (3t) > Account > Password
3. Follow the on-screen instructions to verify your account and change your password

Settings &« Account

Explore
Home

f) Chat
Notifications

Enter code
Feeds B

s i Change your password

nt to change your

[ Saved

@ Profile

Request code

@ Settings

Setting Up Two-Factor Authentication (2FA):

1. From your activity feed, Tap the Menu Icon (=) in the top left.

2. Select Settings (3t) > Privacy and security

3. Enable Two-factor authentication (2FA) and follow on screen instructions
o BlueSky only enables email as the additional verification method
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Settings # Privacy and Security

Q Explore
Home

f) Chat
Notifications
Feeds

o= Lists .
Verify your email

(] saved )
ontacts -
@ Profile - T AT T "

Enable email 2ZFA

& Settings
Enable @

Send email &

Word Filters:

1. From your activity feed, Tap the Menu Icon (=) in the top left.
2. Select Settings (3t) > Moderation and content filters > Muted words & Tags

3. Add specific words, phrases, or emojis you don’t want to see
o 1 Content Warning for the sample list below: The example list of “bad words”
contains profanity, slurs, and sexually explicit terms that may be offensive or
disturbing. Please review the list only if you're comfortable doing so.
o Check here for a sample list of bad words to filter out.

i https://docs.google.com/document/d/10irgql6yCVPEqQYHRqRe72SGMeBc

ENAH5CeebHylpL 6A/edit?tab=t.0
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< Settings < Moderation

Moderation tools

[Z Interaction settings

|:| Co
Explore

2% Moderation lists

£, Add another account
Home

. Muted accounts

Chat Account

Z) Blocked accounts

Notifications Privacy and security

Verification settings
Moderation and content filters
Feeds
Content filters
. Notifications
Lists

. Enable adult content Disabled .
Content and media

Saved

Find friends from contacts Advanced

® Profile

Appearance Bluesky Moderation Service

- Official Bluesky moderation service.
& Settings o v ©
® Accessibility

@ Languages

() Feedback el ﬁ Q @ O . ﬁ Q @ 'O .
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5. X formerly Twitter

Update Your Password to a Strong and Unique One:

1. Tap your Profile Picture then the Drop Down Icon (V) beside Settings & Support
2. Go to Settings and Privacy > Your Account > Change Your Password.

3. Enter your current password, then create a strong, unique password that follows best
security practices.

p 5.;”1..1,.; & Your account

Premium

4 Communities
Bookmarks
Lists

© Spaces

&7  Creator Studio

Settings & Support

Setting Up Two-Factor Authentication (2FA):

N

Tap your Profile Picture then the Drop Down Icon (V) beside Settings & Support

2. Go to Settings and Privacy > Security and account access > Security > Two factor
authentication

3. Toggle ON Authenticator App

4. Follow the on-screen instructions to enable 2FA using an authentication app.
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< Seltins < Security and account access

X Premium

20 Py Security and ac
3 Communities

[l Bookmarks

@ Lists Premium

& Spaces

& Creator Studio

Settings & Support

Accessibility, display and languages

& Settings and p

Help Cent
® p Center Additional resources

¢

<« Securit « _Security

Two-factor authentication

Two-factor authentication Text sage

Authentication app
Two-factor authentication

Security key
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Review Login Activity & Sign Out of Unrecognized Devices:

1. Tap your Profile Picture then the Drop Down Icon (V) beside Settings & Support

2. Go to Settings and Privacy > Security and account access > Apps and sessions

3. In Sessions, check devices where your account is logged in and log out of any
unfamiliar devices

4. In Account access history, check for suspicious activity from any apps then go to
Connected apps to remove access

5. In Logged-in devices and apps, check which browsers, devices and information Twitter
is using to "personalize your experience" and turn off any that are unnecessary
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Block Al Training & Third-Party Data Sharing:

Twitter/X's automatically uses your content and interactions to train its Al called Grok. Opt out of
Al so your content is not being processed through an Al tool, being shared with unknown
vendors, or training Al to directly harm your community.

N

Tap your Profile Picture then the Drop Down Icon (V) beside Settings & Support

2. Go to Settings and Privacy > Privacy and safety

3. In Grok & Third-party Collaborators, Toggle OFF all settings to prevent Al from using
your data and Delete conversation history

4. In Data sharing with business partners, Toggle OFF all settings to stop sharing your

data
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Additiona

For more information on securing your social media
profiles check out these sources below:

e How to Change your Meta Settings

o https://www.johnoliverwantsyourraterotica.com/
e Social Media Security & Privacy Checklist

o https://docs.google.com/document/d/1ud1IL FkIGOBel X9jlzJMxCPm8-cSeqPjU60
nkhUPYAS8/edit?usp=sharing
o The checklist is from a New York Times article:
m  Kozinski, K. & Kapur, N. (2020, February 27). How to Dox Yourself on the
Internet. New York Times.
https://open.nytimes.com/how-to-dox-yourself-on-the-internet-d2892b4c5
954
e How to filter, block and report harmful content on social media
o https://rainn.org/articles/how-filter-block-and-report-harmful-content-social-media.
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